Worldpay Data Processing Addendum
This Data Processing Addendum (“DPA”) is entered into as of the Addendum Effective Date by and between: (1) Worldpay; and
(2) the Merchant.

1.

INTERPRETATION
1.1 In this DPA the following terms shall have the meanings set out in this Section 1, unless expressly stated otherwise:
(a)

“Addendum Effective Date” means the later of the effective date of the Agreement or the effective date of the
amendment of the Agreement by which the terms and conditions of this Data Processing Addendum are first
incorporated into the Agreement.

(b)

“Agreement” means the Merchant Services Agreement or other agreement forming the framework agreement for
the services received by the Merchant from Worldpay entered into by and between the Parties on around the date
of execution of this Data Processing Addendum or amended to first incorporate the terms and conditions of this
Data Processing Addendum.

(c)

“Business Day” means any day other than a Saturday, Sunday or public holiday in England.

(d)

“Client Portal” means a self-service portal made available to the Merchant’s designated representatives at
Merchant’s request at https://my.fisglobal.com/vendor-management offering specific Merchant resources to help
better manage its relationship with Worldpay, including information about its information security practices.

(e)

“Data Protection Laws” all applicable worldwide legislation relating to data protection and privacy which applies
to the respective party in the role of Processing Personal Data under the Agreement and this DPA, including without
limitation European Data Protection Laws; in each case as amended, repealed, consolidated or replaced from time
to time.

(f)

“Data Subject Request” means the exercise by a Data Subject of their rights under, and in accordance with Data
Protection Laws in respect of Personal Data.

(g)

“Data Receiving Party” has the meaning set out in Section 2.6.

(h)

“Data Subject” means the identified or identifiable natural person to whom Shared Personal Data relates.

(i)

“EEA” means the European Economic Area.

(j)

“Europe” means the European Union, the European Economic Area and/or their member states, Switzerland, and
the United Kingdom.

(k)

“European Data Protection Laws” means data protection laws applicable in Europe, including the EU GDPR, the
UK GDPR and the FADP, in each case, as may be amended, superseded or replaced.

(l)

“FADP” means the Swiss Federal Act on Data Protection.

(m) “GDPR” means, as appropriate and as amended from time to time: (i) the General Data Protection Regulation
(GDPR) (Regulation (EU) 2016/679) (“EU GDPR”); and/or (ii) the EU GDPR as it forms part of UK law by virtue of
section 3 of the European Union (Withdrawal) Act 2018 (“UK GDPR”).
(n)

“Personnel” means a person’s employees, agents, consultants or contractors.

(o)

“Relevant Body”:
in the context of the EU GDPR, means the European Commission;
in the context of the UK GDPR, means the UK Government (Secretary of State); and/or
in the context of the Swiss FADP, the Federal Data Protection and Information Commissioner (“FDPIC”).

(p)

“Restricted Country”:
in the context of the EEA, means a country or territory outside the EEA;
in the context of the UK, means a country or territory outside the UK; and
in the context of Switzerland, means a country or territory outside Switzerland,

that the Relevant Body has not deemed to provide an ‘adequate’ level of protection for Personal Data pursuant to a
decision made in accordance with applicable European Data Protection Laws.
(q)

“Restricted Transfer” means the disclosure, grant of access or other transfer of Shared Personal Data to any
person located in:
in the context of the EEA, a Restricted Country outside the EEA (an “EEA Restricted Transfer”);
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in the context of the UK, a Restricted Country outside the UK (a “UK Restricted Transfer”); and/or
in the context of Switzerland, a Restricted Country outside Switzerland (a “Swiss Restricted Transfer”).
(r)

“Security Statement” means the Worldpay Security Statement attached as Annex 2, as may be updated from time
to time by mutual agreement of the parties.

(s)

“Shared Personal Data” means any Personal Data Processed pursuant to or in connection with the Agreement.

(t)

“Standard Contractual Clauses” or “SCCs” means the standard contractual clauses for the transfer of personal
data to third countries as approved by the European Commission pursuant to Commission Implementing Decision
(EU) 2021/914 of 4 June 2021.

(u)

“Subprocessors” means the relevant sub-processors listed in the GDPR section of the Client Portal.

(v)

“Supervisory Authority” means:
in the context of the EU GDPR, any authority within the meaning of Article 4(21) of the EU GDPR.
in the context of the UK GDPR, the UK Information Commissioner’s Office; and
in the context of the FADP, the FDPIC.

(w)

“UK” means the United Kingdom of Great Britain and Northern Ireland.

(x)

“UK Transfer Addendum” means the template Addendum B.1.0 issued by the UK Information Commissioner’s
Office (ICO) and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February
2022, as it is revised under Section 18 of the Mandatory Clauses included in Part 2 thereof (the “Mandatory
Clauses”).

1.2 In this DPA:
(a)

the terms, “Binding Corporate Rules”, “Controller”, “Processor”, “Personal Data”, “Personal Data Breach” and
“Process/Processing/Processed” shall have the meaning ascribed to the corresponding terms in the GDPR;

(b)

unless otherwise defined in this DPA, all capitalised terms in this DPA shall have the meaning given to them in the
Agreement; and

(c)

any reference to any statute, regulation or other legislation in this DPA shall be construed as meaning such statute,
regulation or other legislation, together with any applicable judicial or administrative interpretation thereof (including
any binding guidance, guidelines, codes of practice, approved codes of conduct or approved certification
mechanisms issued by any relevant Supervisory Authority).

1.3 If this DPA is incorporated into an Agreement in which the parties include Worldpay and a party which: (a) is referred to as
either the “Payfac” or “Aggregator”; or (b) receives services from Worldpay under that Agreement for the purpose of the furtherance
of that party’s provision of its own payment aggregation services; (such party under (a) or (b) being an “Aggregating Party”) this
DPA shall apply to the Aggregating Party in all respects as if the Aggregating Party were the “Merchant”. The Aggregating Party
shall also procure that its own merchants/sellers/retailers are bound by and perform the same obligations that the Aggregating Party
is bound by in this DPA.

2.

PROCESSING OF SHARED PERSONAL DATA

2.1 In the course of Worldpay providing the Services under the Agreement, the Merchant may from time-to-time provide or make
available Personal Data to Worldpay. The parties acknowledge and agree that each party is an independent Controller and shall
independently determine the purposes and means of such Processing, except for Pazien Services, for which Worldpay will be a
Processor for the purposes of the Data Protection Laws. If Worldpay is processing Personal Data as a Processor, Section 11 of this
DPA shall apply.
2.2 The nature and scope of the Processing of Shared Personal Data by the parties is set out in 0 (Data Processing Details).
2.3 Each party shall (at its own cost):
(a)

comply with all applicable Data Protection Laws in Processing Shared Personal Data; and

(b)

on reasonable request, provide the other party with reasonable assistance, information and cooperation to ensure
compliance with their respective obligations under Data Protection Laws.

2.4 Each party acknowledges, confirms and represents for its own part that, as a Controller of any Shared Personal Data:
(a)

all personal data collected or sourced by it or on its behalf for Processing in connection with the Agreement, or
which is otherwise provided or made available to the other party, shall comply with and have been collected or
otherwise obtained in compliance with Data Protection Laws; and

(b)

all instructions given in respect of the Shared Personal Data shall be in accordance with Data Protection Laws.
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2.5 The Merchant shall be responsible for:
(a)

ensuring that the information referred to in Data Protection Laws (including Articles 13 and 14 of the GDPR) is
made available to relevant Data Subjects in relation to the Processing carried out in connection with the Agreement,
and that the information is in a concise, transparent, intelligible and easily accessible form, using clear and plain
language as required by Data Protection Laws;

(b)

providing Data Subjects with a link to the Worldpay Privacy Notice at www.fisglobal.com/privacy;

(c)

informing Data Subjects that their Personal Data will be disclosed to Worldpay and, where applicable, request
consent for the disclosure and/or cross-border transfer of their Personal Data; and

(d)

informing Worldpay if a Data Subject withdraws his/her consent to the Processing of his/her Personal Data.

2.6 If the Merchant receives any complaint, notice or communication from a Supervisory Authority which relates directly to:
a.

Worldpay’s Processing of the Shared Personal Data; or

b.

a potential failure by Worldpay to comply with Data Protection Laws in respect of the activities of the Parties under or in
connection with this Agreement,

the Merchant shall, to the extent permitted by Law, promptly notify Worldpay and provide such information as it shall reasonably
request in that regard.

3.

PERSONNEL

Each party shall take reasonable steps to ensure the reliability of any Personnel who may Process Shared Personal Data,
including ensuring:

4.

(a)

that access is strictly limited to those individuals who need to know or access the relevant Shared Personal Data
for the purposes described in this DPA and the Agreement;

(b)

that all such individuals have been vetted by the relevant party in accordance with applicable laws; and

(c)

that all such individuals are subject to confidentiality undertakings or professional or statutory obligations of
confidentiality.

SECURITY

4.1 Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of
Processing as well as the risk (which may be of varying likelihood and severity) for the rights and freedoms of natural persons, each
party shall implement appropriate technical and organisational measures in relation to Shared Personal Data to ensure a level of
security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1) of the GDPR.
4.2 In assessing the appropriate level of security, each party shall take account in particular of the risks presented by the
Processing, in particular from a potential Personal Data Breach.

5.

DATA SUBJECT RIGHTS

5.1 If a Data Subject makes a written request to a party to exercise their rights in relation to the Shared Personal Data that
concerns Processing in respect of which another party is the Controller, that party shall:

6.

(a)

forward the request to the other party promptly and in any event within five (5) Business Days from the date on
which it received the request; and

(b)

upon the other party’s reasonable written request, provide that other party with reasonable co-operation and
assistance in relation to that request to enable the other party to respond to such request and meet applicable
timescales set out under Data Protection Laws.

PERSONAL DATA BREACH

6.1 Each party shall notify the other party without undue delay (and in any event within forty-eight (48) hours) upon becoming
aware of a Personal Data Breach affecting Shared Personal Data, providing the other party with sufficient information to allow it to
meet any obligations under the Data Protection Laws to inform affected Data Subjects and/or Supervisory Authorities of the Personal
Data Breach.
6.2 At a minimum, any notification made by a party pursuant to Section 6.1 shall include (to the extent available at the relevant
time):
3
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(a)

a description of the nature of the Personal Data Breach, the categories and numbers of Data Subjects concerned,
and the categories and numbers of Personal Data records concerned;

(b)

a description of the likely consequences of the Personal Data Breach; and

(c)

a description of the measures taken or proposed to be taken to address the Personal Data Breach.

6.3 Each party shall provide regular updates to the other party in respect of the resolution of any Personal Data Breach.
6.4 Each party shall co-operate with the other party to assist in the investigation, mitigation and remediation of each such
Personal Data Breach.

7.

RESTRICTED TRANSFERS

7.1 The parties agree that, to the extent either party transfers Shared Personal Data to the other party in a Restricted Country, it
shall be effecting a Restricted Transfer. To allow such Restricted Transfer to take place without breach of applicable Data Protection
Laws, the parties agree as follows:
(a)

in the event of an EEA Restricted Transfer, the parties agree to incorporate the SCCs into this DPA, which SCCs
are completed in accordance with Part 1 of Annex 3 (Population of SCCs);

(b)

in the event of a UK Restricted Transfer, the parties agree to incorporate the SCCs into this DPA, which SCCs are
varied to address the requirements of the UK GDPR in accordance with UK Transfer Addendum and completed in
accordance with Part 2 of Annex 3 (Population of SCCs);

(c)

in the event of a Swiss Restricted Transfer, the parties agree to incorporate the SCCs in this DPA, which SCCs are
completed in accordance with Part 1 of Annex 3 (Population of SCCs) and varied in accordance with Part 3 of
Annex 3; and

(d)

in the event of a Restricted Transfer, the parties agree to implement the “Supplementary Measures” set out in
Annex 4, in addition to the SCCs.

Conflicts
7.2 In the event of any conflict between the terms of this DPA and the terms of the applicable SCCs, the terms of the applicable
SCCs shall prevail to the extent of such conflict.
Provision of full-form SCCs
7.3 If required by any Supervisory Authority or the mandatory laws or regulatory procedures of any jurisdiction in relation to an
EEA Restricted Transfer, UK Restricted Transfer and/or Swiss Restricted Transfer, the parties shall upon request of either party
execute or re-execute the applicable SCCs as separate documents setting out the proposed transfers of Shared Personal Data in
such manner as may be required.
Introduction of Binding Corporate Rules
7.4 Notwithstanding Section 7.1, to the extent Worldpay implements, at any time during the term of this DPA, Binding Corporate
Rules which may be relied on to legitimatise Restricted Transfers from Merchant to Worldpay made in connection with the Agreement:

8.

(a)

Worldpay shall notify Merchant of the same, and provide to Merchant a copy of its Binding Corporate Rules; and

(b)

from the date of such notification, all Restricted Transfers from Merchant to Worldpay made in connection with the
Agreement shall be subject to such Binding Corporate Rules, and the relevant Standard Contractual Clauses shall
cease to apply accordingly.

CHANGE IN LAWS

8.1 Worldpay may propose any variations to this DPA which it reasonably considers necessary to address the requirements of
any Data Protection Laws (including any updates to the SCCs to reflect any future decisions of a Relevant Body in relation to the
subject matter thereof, or any updates necessary to implement Binding Corporate Rules as a lawful mechanism for Restricted
Transfers).
8.2 If Worldpay gives notice under Section 8.18.1, the parties shall promptly discuss the proposed variations and negotiate in
good faith with a view to agreeing and implementing those or alternative variations designed to address the requirements identified
in the notice as soon as is reasonably practicable.
8.3 In the event that Worldpay considers (acting reasonably) that any failure to agree its proposed variations to this DPA may
cause it to be in material breach of Data Protection Laws, Worldpay may terminate the Agreement in its entirety upon written notice
to Merchant with immediate effect and without liability.
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8.4 The parties agree that Worldpay shall be deemed to be “acting reasonably” for the purposes of Section 8.3 in the event that
Merchant fails to execute the revised form of any SCCs issued or approved by a Relevant Body from time to time promptly following
a request.

9. REIMBURSEMENT. Merchant shall reimburse Worldpay for time spent and any costs reasonably incurred by Worldpay at rates
agreed between Merchant and Worldpay (or if none have been agreed, at Worldpay’ standard professional services rate) in
performing its obligations under Sections 2, 5 , 6 and (if applicable) 11.4 to 11.8, in each case except to the extent that such costs
were incurred as a result of any breach by Worldpay of its obligations under this DPA.

10. INCORPORATION AND PRECEDENCE
10.1 This DPA shall be incorporated into and form part of the Agreement with effect from the Addendum Effective Date.
In the event of any conflict or inconsistency between:
(a)

this DPA and the Agreement, this DPA shall prevail; or

(b)

any SCCs entered into pursuant to Section 7 and this DPA and/or the Agreement, those SCCs shall prevail.

11. WORLDPAY AS A PROCESSOR
The following provisions only apply if Worldpay is Processing Personal Data under the Agreement in a capacity as Processor. The
Sections 1 – 10 also apply, except to the extent this Section 11 deviates from Section 1 – 10.
11.1 INSTRUCTIONS. Worldpay shall Process Personal Data on behalf of Merchant and only in accordance with the instructions
given by Merchant from time to time as documented in, and in accordance with, the terms of the Agreement, or as required by
applicable laws, in which case Worldpay shall to the extent not prohibited by such laws inform Merchant of that legal requirement
before the relevant Processing of that Personal Data. Worldpay shall promptly inform Merchant if, in its opinion, an instruction infringes
against applicable Data Protection Laws.
11.2 LAWFUL PROCESSING Merchant shall ensure that it is entitled to give access to the relevant Personal Data to Worldpay
so that Worldpay may lawfully Process Personal Data in accordance with the Agreement on Merchant’s behalf, which may include
Worldpay Processing the relevant Personal Data outside the country where Merchant and/or the Data Subjects are located in order
for Worldpay to provide the Services and perform its other obligations under the Agreement. Merchant shall:
(a)

comply with its obligations under the Data Protection Laws which arise in relation to this DPA, the Agreement and
the receipt of the Services;

(b)

inform Data Subjects that their Personal Data will be disclosed to Worldpay and, where applicable, request consent
for the disclosure and/or cross-border transfer of their Personal Data;

(c)

provide Data Subjects with a link to the Worldpay Privacy Notice at www.fisglobal.com/privacy;

(d)

inform Worldpay if a Data Subject withdraws his/her consent to the Processing of his/her Personal Data; and

(e)

not do or omit to do anything which causes Worldpay (or any sub-processor) to breach any of its obligations under
the Data Protection Laws.

11.3 SUB-PROCESSORS
11.3.1 Merchant hereby authorizes Worldpay to appoint the Subprocessors as additional Processors of Personal Data under the
Agreement, provided that Worldpay shall:
(a)

impose upon such Subprocessors data protection obligations that, in substance, provide for the same level of data
protection as set out herein; and

(b)

be responsible for the acts and omissions of such Subprocessors under the Agreement.

11.3.2 Worldpay shall inform Merchant of any intended changes concerning the addition or replacement of other Subprocessors
not permitted hereunder, by making such information available to Merchant in the GDPR section of its Client Portal (and Merchant
may subscribe to receive electronic notifications when such GDPR section changes). Merchant may object to such changes in writing
setting out its reasonable concerns in detail within ten (10) business days from such notice. If Merchant does not respond to such
changes, Worldpay shall have the right to continue to Process the Personal Data in accordance with the terms of this DPA, including
using the relevant Subprocessors. If Merchant objects, Worldpay shall consult with Merchant, consider Merchant’s concerns in good
faith and inform Merchant of any measures taken to address Merchant’s concerns. If Merchant upholds its objection and/or demands
significant accommodation measures which would result in a material increase in cost to provide the Services, Worldpay shall be
entitled to increase the fees for the Services or, at its option, terminate the Agreement.
11.3.3 Where necessary to legalize the use of any such other Subprocessors, Merchant hereby authorizes Worldpay to conclude
the SCCs in accordance with Section 7 with such Subprocessors as agent on behalf of Merchant and (if required) Merchant’s
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Affiliates. Each such conclusion of SCCs shall be considered a supplement to the Agreement and shall be subject to the terms and
conditions set out therein.

11.4 DELETION
11.4.1 Upon the date of termination or expiry of Services involving the Processing of Personal Data (the “Cessation Date”),
Worldpay shall cease all Processing of Personal Data related to such Services except as set out in this Section.
11.4.2 Merchant hereby acknowledges and agrees that, due to the nature of Personal Data Processed by Worldpay, return
(as opposed to deletion) of Personal Data may require exceptional effort by Worldpay in some circumstances. Having regard to the
foregoing, Merchant agrees that it is hereby deemed (at the Cessation Date) to have irrevocably selected deletion, in preference of
return, of such Personal Data. As such, Worldpay shall delete all relevant Personal Data Processed on behalf of Merchant within
thirty (30) days of the Cessation Date, subject to Worldpay retaining any copies required by applicable laws (and in that case, for
such period as may be required by such applicable laws).

11.5 ASSISTANCE AND COOPERATION. Worldpay shall, upon Merchant’s reasonable written request, provide reasonable
assistance to Merchant with its legal obligations under Data Protection Laws, including any data protection impact assessments and
prior consultations with Supervisory Authorities which Merchant reasonably considers to be required of it by Data Protection Laws,
in each case solely in relation to Processing of Personal Data by, and taking into account the nature of the Processing by, and
information available to, Worldpay.

11.6 DATA SUBJECT REQUESTS
11.6.1 Worldpay shall, upon Merchant’s reasonable written request, provide Merchant with such assistance as may be
reasonably necessary and technically possible in the circumstances to assist Merchant in fulfilling its obligation to respond to Data
Subject Requests.
11.6.2 Upon receipt of any Data Subject Request that relates to Personal Data that Worldpay Processes for Merchant, Worldpay
shall promptly notify Merchant and not respond to such Data Subject Request except on the written instructions of Merchant.
11.6.3 Merchant is solely responsible for responding to Data Subject Requests. Worldpay’ notification of or response to a Data
Subject Request under this Section is not an acknowledgement by Worldpay of any fault or liability with respect to the Data Subject
Requests.

11.7 PERSONAL DATA BREACHES
11.7.1 If Worldpay confirms any actual Personal Data Breach affecting Personal Data that Worldpay Processes for
Merchant, Worldpay shall: (i) notify Merchant of such Personal Data Breach without undue delay; and (ii) take reasonable steps to
mitigate the effects of the Personal Data Breach. The notification shall at least:
(a)

describe the nature of the Personal Data Breach including, where possible, the categories and approximate number
of Data Subjects concerned and the categories and approximate number of Personal Data records concerned;

(b)

communicate the name and contact details of the data protection officer or other contact point at Worldpay where
more information can be obtained;

(c)

describe the likely consequences of the Personal Data Breach; and

(d)

describe the measures taken or proposed to be taken by Worldpay to address the Personal Data Breach, including,
where appropriate, measures to mitigate its possible adverse effects.

11.7.2 Merchant is solely responsible for complying with data breach notification laws applicable to Merchant and fulfilling
any third-party notification obligations related to any Personal Data Breach. Worldpay’ notification of, or response to, a Personal Data
Breach under this Section is not an acknowledgement by Worldpay of any fault or liability with respect to the Personal Data Breach.

11.8 DEMONSTRATION OF COMPLIANCE
11.8.1 Worldpay shall, upon Merchant’s reasonable written request, make available to Merchant all information reasonably
necessary to demonstrate Worldpay’ compliance with the obligations set out in this DPA in relation to Personal Data that Worldpay
Processes for Merchant. Worldpay and Merchant will use current certifications or other existing audit reports to minimize repetitive
audits.
11.8.2 If Merchant (acting reasonably and in good faith) considers that the information provided in accordance with Section
11.8.1 is not sufficient to demonstrate Worldpay’ compliance with the obligations set out in this DPA, or where otherwise required by
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Data Protection Laws, Merchant may (at its cost) perform on-site audits at the Worldpay processing facility (or facilities) that provides
the Services to Merchant, subject to the following:
(a)

on-site audits may only be carried out once per calendar year, unless a Supervisory Authority having jurisdiction
over Merchant expressly requires more frequent audits (in which case the request for audit shall detail the
applicable requirements under which the Supervisory Authority requires the audit and/or information from
Merchant, including details of the relevant regulation or regulatory obligation which necessitates such request);

(b)

requests for on-site audit visits shall be made in writing by Merchant at least sixty (60) days in advance (unless
shorter notice is given by the Supervisory Authority or specifically required by the relevant regulatory obligation, in
which case Merchant will give as much advance notice as is possible in the circumstances and provide the
reasoning for the shorter notice) and shall specify the scope of the information sought and the specific purpose of
the audit;

(c)

on-site audits will be limited to a review of Worldpay’ compliance with this DPA;

(d)

on-site audits shall be conducted during normal business hours for the facility and shall be coordinated with
Worldpay so as to cause minimal disruption to Worldpay’ business operations;

(e)

on-site audits must be reasonable in scope and duration, shall not last more than two (2) business days;

(f)

on-site audits shall be performed by Merchant’s employees and/or a reputable third-party auditor agreed to by both
parties, it being understood that Merchant (and its representatives) shall at all times be bound by the confidentiality
provisions of the Agreement and shall be accompanied by a representative of Worldpay;

(g)

Worldpay may require on-site audits to be conducted remotely if necessary for health and safety reasons;

(h)

except as prohibited by applicable laws or the relevant Supervisory Authority, Worldpay shall receive and be entitled
to comment on any report prepared by or on behalf of Merchant prior to that report being published or disseminated
(such report to be Worldpay Confidential Information except to the extent it relates to the business or affairs of
Merchant, which information will be Merchant Confidential Information), which publication or dissemination shall be
done only pursuant to the confidentiality provisions of the Agreement; and

(i)

when performing audits in multi-Merchant environments, care should be taken to ensure that risks to another
Merchant’s environment (e.g. impact on service levels, availability of data, confidentiality aspects) are avoided or
mitigated.
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Annex 1
Data Processing Details

Data exporter: Merchant
•
•
•

Address: as identified in the Agreement
Contact person’s details: as identified in the Agreement
Activities relevant to the data transferred under the SCCs: Merchant shall be providing Personal Data as necessary to
receive the Services pursuant to the Agreement.
Role: Controller

•

Data importer: Worldpay
•
•
•

Address: as identified in the Agreement
Contact person’s details: data.protection@fisglobal.com
Activities relevant to the data transferred under the SCCs: Worldpay shall Process Personal Data as necessary to perform
the Services pursuant to the Agreement.
Role: Controller or Processor, depending on the type of Services provided under the Agreement: Worldpay is acting as an
independent Controller, except where it provides Pazien Services. For these Services, Worldpay acts as a Processor.

•

Subject matter and duration of the Processing of Shared Personal Data
The subject matter and duration of the Processing of the Shared Personal Data are set out in the Agreement and the DPA.

Data retention
Data importer will delete the Shared Personal Data from its systems on expiry or termination of the Services in accordance with its
usual data retention practices. If Data Importer acts as a Processor, the deletion of the Personal Data is set out in Section 11.4 of the
DPA.

The nature and purpose of the Processing of Shared Personal Data
The parties will process the Shared Personal Data to perform their obligations under the Agreement.

The types of Shared Personal Data to be Processed
☒

Contact data (e.g. name, email address, postal address)

☒

Identification data (e.g. date of birth, nationality, social security number)

☒

Solution log in and usage data

☒

Bank account data

☒

Financial data

☒

Contract and deal data (e.g. contractual/legal/financial relationship information)

☒

Billing and payments data

☒

Disclosed information from third parties (e.g. credit reference agencies or from public directories)

The categories of Data Subjects to whom the Shared Personal Data relates
☒

Merchant and its affiliates’ employees

☒

Merchant and its affiliates’ customers

☒

Merchant and its affiliates’ potential customers

☒

Merchant and its affiliates’ suppliers
8
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☒

Users of the Solution

☒

Contact persons

Special categories of Personal Data (if appropriate):
None

Frequency of the Transfer
The Shared Personal Data will be transferred on a continuous basis for the duration of the Agreement.
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Annex 2
Security Statement
1.

Introduction

This Security Statement (“Statement”) summarizes Worldpay’s information security policies, procedures and standards including its
technical and organizational measures for the security of data (“Worldpay’s Information Security Practices”) and forms an integral
part of the Merchant Data Processing Addendum between Merchant or Merchant’s affiliate(s) and Worldpay (“Agreement”). The
Statement sets out Worldpay’s obligations with respect to information security and data protection in relation to the Agreement. To
the extent of any conflict or inconsistency between the provisions of this Statement and any provision of the Agreement, the provisions
of this Statement prevail and take precedence over such conflicting or inconsistent provisions.
Worldpay’s Information Security Practices are compliant with International Organization for Standardization ISO 27001:2013 and are
designed to protect the security, confidentiality and integrity of Merchant Data and Merchant Personal Data processed or stored on
Worldpay’s systems pursuant to the Agreement.
2.

Organizational Practices

Worldpay’s Information Security Department is responsible for developing and implementing Worldpay’s Information Security
Practices. Worldpay maintains safeguards designed to prevent the compromise or unauthorized disclosure of Merchant’s Confidential
Information, Merchant Data, and Personal Data, including loss, corruption, destruction or mis-transmission of Merchant’s Confidential
Information, Merchant Data, and Personal Data.
Worldpay maintains Worldpay’s Information Security Practices designed to comply with (1) all applicable laws relating to the privacy,
confidentiality and security of Merchant’s Confidential Information, including Merchant Data and Merchant Personal Data to the extent
applicable to Worldpay as a third-party service provider; (2) the requirements set forth in this Statement; and (3) all applicable
provisions of Worldpay’s related policies including but not limited to Worldpay’s Information Security Policy. Merchant may review
additional information concerning Worldpay’s Information Security Practices in the Merchant Portal.
Worldpay’s internal and external auditors regularly review Worldpay’s Information Security Practices. Worldpay performs security
assessment reviews to determine whether identified vulnerabilities, in particular as related to web and network environments have
been remediated. Security assessment reviews include: diagnostic reviews of devices, internal and external penetration testing,
assessments of applications that can access sensitive data and assessments of Worldpay’s Information Security Practices.
Worldpay updates Worldpay’s Information Security Practices from time to time in response to evolving information security threats.
Such updates provide at least an equivalent or increased level of security compared to what is described in this Statement, and
Worldpay will provide Merchant with a summary of any updates upon request.
Worldpay implements commercially reasonable administrative, technical, and physical safeguards designed to: (i) provide for the
security and confidentiality of Merchant Data and Merchant Personal Data; (ii) protect against any anticipated threats or hazards to
the security or integrity of Merchant Data and Merchant Personal Data; and (iii) protect against unauthorized access to or use of
Merchant Data and Merchant Personal Data. Worldpay will review and test such safeguards on no less than an annual basis.
Worldpay has processes for regularly testing, assessing and evaluating the effectiveness of its technical and organizational measures
in order to verify the security of its processing. The measures are described throughout this Statement.
3.

3.1.

Security Controls

Access Control to Facilities

3.1.1.
Worldpay Facility Restrictions
Access to Worldpay facilities is restricted using controls such as camera coverage and badge access. Badges and keys are only
distributed in accordance with documented organizational procedures. Visitors are screened prior to admittance, are provided a visitor
badge, and in sensitive areas require an escort in accordance with Worldpay’s Information Security Policy. Alarm systems are in
place to notify appropriate individuals of potential threats. Worldpay regularly tests its emergency procedure protocols.
Physical security measures implemented at Worldpay offices are designed to protect employees, visitors, and assets. Physical
security consists of a combination of physical barriers, electronic access and monitoring systems, Security Officers and procedures
for controlling access to buildings and sensitive or restricted areas. Security is staffed 24 hours a day, seven days a week, at
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Worldpay data center facilities. Secure shred bins are provided for the proper disposal of hard copy documentation and other small
media thorough-out the campus.
An access control system utilizing individual badge identification, doors protected by an electronic badge reader or locked with limited
access to the physical key, closed circuit camera monitoring, and onsite physical security guards stationed in strategic locations are
utilized to provide facility physical security and protection. Physical access to Worldpay buildings, office spaces and certain secured
areas within the facility are controlled by an electronic access control system. The system provides for real-time monitoring of all
electronic badge accesses across the monitored facility, requires physical security officer acknowledgement of system identified error
codes or issues, and is tied to centralized servers communicating the exact date and time stamp for each entry (utilizing network time
protocol). Automated database backups are performed daily and are replicated on the secondary server.
For data centers, Worldpay maintains automatic early-warning sensors (e.g., fire, water, temperature and humidity), independent air
conditioning systems and fire suppression systems. Mission-critical hardware is protected by an emergency power supply system
with batteries and backup generators. Hazardous or combustible materials are kept at a safe distance from information assets.
3.2.
Logical Controls and Security
Worldpay has a dedicated group that is responsible for overseeing operational security, network security, host and server security,
applications and system development, patch and vulnerability management, authentication and remote passwords, encryption,
passwords and monitoring systems (collectively, “Logical Controls and Security”). Worldpay has documented protocols for all
Logical Controls and Security including the following:
3.2.1.

Employees

Worldpay performs (at the time of hire) a background check, as described herein, for each Worldpay employee that is performing any
services under the Agreement. Currently, the background check in the United States of America consists of, at a minimum, verification
of the highest level of education completed, verification of employment (as allowed by applicable law), social security number trace
and validation, and a check of U.S. Government Specially Designated National (OFAC) and other export denial lists. Background
checks outside of the United States consist of similar reviews to the extent allowed by local laws of each country. In addition, to the
extent permitted by law, the background check may include a 9-panel drug test and credit and criminal record search. Worldpay
complies with all applicable laws related to the background check, including required notices and applicable consents. Worldpay will
not assign any employee to perform services for Merchant if his/her background check findings do not meet the standards established
by Worldpay. Worldpay assigns all employees mandatory security awareness training on an annual basis. Worldpay requires all
employees with access to sensitive information to follow a clean desk and clear screen standard such that the information is controlled
and/or protected at all times. Worldpay has formal disciplinary procedures in place to address policy violations. A terminated
employee’s access to Worldpay facilities and Worldpay systems containing Merchant Data and Merchant Personal Data is suspended
upon termination.
3.2.2.

Network Security

Worldpay employs a defensive model when building networks (including firewalls) in a multi-tiered approach and uses separate layers
of presentation, business logic and data when considered necessary. Connection between networks is limited to those ports and
services required for Worldpay to support, secure, monitor and perform the services under the Agreement.
Worldpay uses Network Intrusion Detection and/or Prevention Systems to monitor threats to the Worldpay environment. Worldpay
monitors these threats 24x7x365/366.
Worldpay may from time to time in its reasonable discretion block attempted access to Worldpay services from technology of
individuals, entities, or governments Worldpay reasonably believes may pose a threat to Worldpay services, systems or Merchants
(such technology, “Suspicious Technology”). Due to the unknown timing of cyber threats, Worldpay may not be able to provide
Merchant prior notice of blocking the Suspicious Technology, and it may impact the availability of Worldpay services. If Merchant is
adversely affected, Worldpay will make reasonable efforts to resolve any impacts to Merchant as long as Worldpay can reasonably
prevent any ongoing threats to Worldpay services, systems and clients.
3.2.3.

Host and Server Security

Worldpay hardens its operating systems in accordance with industry security standards and procedures. For example, Worldpay
requires all default passwords are changed, unneeded functionality is disabled or removed, Worldpay adheres to the concept of
“least-privileged” access, file permissions do not include world writeable ability, administrative or “root” access is limited to the console
only, and only those network ports that are necessary to provide the services are opened. For database installations, Worldpay uses
security at a table and row level, based upon the placement of a system and its role in the environment. Worldpay requires that anti11
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virus and anti-spyware software is enabled on its operating systems when they are available and supported by commercially available
anti-virus solutions.
Access to Worldpay’s operating systems is limited to those individuals required to support the system. Worldpay has implemented
appropriate change management processes. Servers and workstations are enabled with auto-locking (password-protected)
screensavers that activate after a period of inactivity. Installation of personal software is not allowed.
3.2.4.

Applications and Systems Development

Worldpay uses System Development Lifecycle and system change procedures, which include requirements for code review and
secure coding practices. Development and testing environments are segregated and firewalled from Worldpay’s production
environment. Version control software is utilized for the management and deployment of code through appropriate support groups.
Worldpay applies measures for verifying system configuration, including default configuration. Worldpay considers data protection
issues as part of the design and implementation of systems, services, products and business practices (Privacy bv Design).
3.2.5.

Electronic Mail

Worldpay scans incoming emails and attachments prior to allowing them into the Worldpay environment. Worldpay also uses industry
leading software to control what files are allowed or blocked as attachments to protect against malicious executable files being
delivered and/or opened.
3.2.6.

Patch and Vulnerability Management

Worldpay analyzes, tests, reviews and subsequently installs software updates on Worldpay systems and security patches as soon
as reasonably possible after release. Critical security updates are promptly installed after testing is completed. Worldpay performs
vulnerability scans, including scans on application and internal/external network infrastructure. Ethical hacking/penetration tests are
performed by Worldpay on a periodic basis. Worldpay reviews, prioritizes and remediates known vulnerabilities based on identified
risk factors.
3.2.6.1. Penetration Tests.
Worldpay conducts a penetration test and security evaluation, which includes tests to detect vulnerabilities listed in the SANS Top20 or OWASP or its successor current at the time of the penetration test and security evaluation. Upon written request from Merchant,
Worldpay will provide a high level summary of the penetration test and security evaluation to the Merchant. Personnel performing
the penetration test is independent of the controls being tested and do not report to the individuals who make the funding decisions
for any noted vulnerabilities that require remediation.
3.2.6.2. Dynamic Application Scanning.
Worldpay conducts dynamic application scanning, which includes scanning for vulnerabilities listed in the SANS Top 20 or OWASP
or its successor current at the time of the dynamic application scan. Worldpay will provide a summary of the dynamic application scan
to Merchant upon request. The scan is performed using an industry standard tool and occurs no less than twice a year.
3.2.6.3. Static Application Security Testing.
Worldpay conducts static application security scanning, which include scanning for vulnerabilities listed in the SANS Top 20 or
OWASP or its successor current at the time of the static application security scan. Worldpay will provide a summary of the static
application security scan to Merchant upon request. The scan is performed using an industry standard tool.
3.2.6.4. Vulnerability Assessment.
Worldpay maintains a vulnerability management program based on industry standard practices that frequently assesses all Worldpay
computing devices and systems (including without limitation all such devices and systems used by Worldpay to provide any services
under the Agreement) and all software provided by Worldpay under the Agreement to verify that the applicable security controls are
sound, and that mitigates or eliminates vulnerabilities. As part of such program, (i) Worldpay uses an industry standard tool to perform
all vulnerability scans or engage, at its expense, an unrelated security firm to perform the assessment; and (ii) routine network,
database and software scans are scheduled on a periodic basis;
3.2.6.5. Reporting and Remediation of Findings.
Worldpay provides or makes available to Merchant annually on request (or at such other more frequent intervals as reasonably
requested by Merchant and mutually agreed upon by both parties) a summary which describes the results of the
assessment. Worldpay will remediate any findings in accordance with Worldpay remediation timeframe policy based upon the CVSS
scoring.
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3.2.6.6. Merchant Security Testing.
Worldpay does not allow or consent to any form of direct security testing initiated by its clients or on behalf of its clients (including
Merchant), including but not limited to, vulnerability scanning, penetration testing, application code scanning, dynamic testing,
installation of audit software, direct access to systems, or ethical hacking of Worldpay systems, applications, databases, or networks,
except as may otherwise be agreed by the Worldpay Chief Information Security Officer and/or designee, as evidenced in writing
signed by both Worldpay and Merchant. Worldpay will not acknowledge any results from any form of security testing that is not
performed by Worldpay.
3.2.6.7. Authentication.
The level of authentication required to access a particular Worldpay environment is based on the type of data protected within that
environment. Worldpay permits only authorized persons to access any Worldpay systems in accordance with Worldpay’s Information
Security Policy. User authentications (i.e. user name and password) are bound to the respective user and may not be shared. The
use of an emergency user account must be documented and logged. Remote access to Worldpay’s systems requires the use of
multi-factor authentication.
3.2.7.

Passwords

Worldpay requires the use of complex passwords. User accounts are locked after a defined number of abortive or unsuccessful
logon attempts. If a password is possibly disclosed, it is changed without undue delay. Using a documented procedure, Worldpay
employs processes to minimize the risk of unauthorized or no longer needed user accounts in the systems and audits user accounts
to determine that access that is no longer required is revoked.
3.2.8.

Data Classification, Retention, and Controls

Worldpay’s Information Security Policy addresses the confidentiality, integrity, security, availability, retention and disposal of Merchant
Data and any Merchant Personal Data. All Worldpay employees and vendors with access to Merchant Data or Merchant Personal
Data are required to comply with secure deletion standards in alignment with the latest NIST Guidelines for Media Sanitization.
Worldpay will store Merchant Data and Merchant Personal Data only for as long as necessary to achieve the purposes for which it
was collected, for a contractually committed time period as set forth in the Agreement or in accordance with applicable laws.

Worldpay takes reasonable steps to determine access to Merchant Personal Data. Worldpay’s Enterprise Identity and Access
Management Policy is based on the “principle of least privilege,” which calls for authorized users to access only the minimum level
of Merchant Personal Data required to satisfy the user’s job responsibilities.
3.2.9.

Encryption

Worldpay has developed encryption key management policies and procedures in accordance with industry standards. Worldpay
encrypts data at rest that is Merchant Data or Merchant Personal Data when and where Worldpay has implemented the ability to do
so. Data is encrypted based on data classification policies and standards. Worldpay will use encryption key lengths that meet current
NIST FIPS 140-2 standards. Worldpay policies require that Worldpay shall not transmit any unencrypted Merchant Data or Merchant
Personal Data over the internet. Specific algorithm and other minimum key lengths are specified within Worldpay’s policy.
3.2.10. Monitoring Systems and Procedures / Logging
Worldpay uses a real-time event management system to monitor its networks and servers via system logs, intrusion
detection/prevention systems, data loss prevention, file integrity monitoring and firewall logs on a 24-hour per day basis. Worldpay
will perform reasonable logging, monitoring, or record keeping of user activity where legally permissible and in accordance with
Worldpay’s applicable information retention standards.
4.

Business Continuity and Disaster Recovery / Availability

Worldpay has a Global Business Resilience (“GBR”) program and maintains recovery and response plans (“Plans”) designed to
minimize the risks associated with crisis events affecting Worldpay’s ability to provide the services under the Agreement. Plans are
designed to maintain a consistent provision of the Solution(s) in the event of a crisis incident affecting Worldpay’s operations.
Worldpay’s GBR program meets the FFIEC business continuity guidelines and the PS-Prep / ISO 22301 business continuity
international standards or similar equivalent standard.
Worldpay’s collection of comprehensive and coordinated Plans are designed to address the agreed crisis response, continuity, and
recovery needs for the Solution(s), including recovery time objective (“RTO”) and recovery point objective (“RPO”).
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Worldpay provides a summary of the GBR program in the Merchant Portal or upon written request. Worldpay’s RTO and RPO are
as set forth in such summary. Worldpay maintains adequate backup procedures in order to recover Merchant Data to such RPO and
within the RTO. Worldpay validates the efficacy and vialibity of its Plans at least annually to confirm viability and provide assurance
of resilience capabilities as well as the readiness of Plans’ participants. Recovery exercise results are provided via the Merchant
Portal or upon request.
5.

Vendor Management

Worldpay has an established Vendor Risk Management Program that uses subject matter experts from across the enterprise to
determine Worldpay supplier’s criticality and ability to meet business and control requirements throughout the lifecycle of the
relationship.
Worldpay conducts a risk assessment for all third-party suppliers engaged in the provision of services under the Agreement to validate
compliance with Worldpay’s standards. Worldpay’s risk assessment requires suppliers to confirm if they have appropriate contracts
in place with their vendors that store, process, transmit, manage or access Merchant Data or Merchant Personal Data. Worldpay
only allows such third-party suppliers to access, store, transmit, manage, or process Merchant Data and Merchant Personal Data, to
the extent permissible under the Agreement and applicable laws.
Where required by law, Worldpay requires its suppliers to agree to data protection agreements to oblige such to comply with
applicable data protection laws. Such suppliers shall as a minimum implement appropriate technical and organizational measures
to verify a level of security appropriate to the risk. Upon Worldpay’s request, Worldpay’s suppliers shall provide a written description
of their technical and organizational measures for processing Merchant Personal Data. Worldpay’s suppliers must cooperate upon
reasonable request in order to assist Worldpay with its compliance with applicable privacy laws.
Worldpay maintains a list of all third-party suppliers with access to Merchant Personal Data on the Merchant Portal (also available
upon request).
6.

Data Minimization

The Merchant is responsible for verifying the Merchant Data and Merchant Personal Data provided to Worldpay for processing or
other purposes of the Agreement are accurate, current, adequate, of appropriate quality, relevant, minimal, and not excessive.
7.

Defined Terms

As used in this Statement, the following terms have the following meanings:
“Merchant Data” means the data introduced into the Solution by or on behalf of Merchant or Merchant’s customers that is stored in
or processed by the Solution.
“Client Portal” means a self-service portal made available to Merchant’s designated representatives at Merchant’s request. The
Merchant Portal offers Merchant resources to help better manage its relationship with Worldpay, including information about
Worldpay’s information security practices.
“Confidential Information” is all business or technical information disclosed by Merchant to Worldpay or by Worldpay to Merchant
in connection with the Agreement. Confidential Information includes without limitation: (i) Merchant Data, Merchant Personal Data,
information that is protected by applicable banking secrecy laws and the details of Merchant's computer operations; and (ii) details
of the Solution(s).
“Solution(s)” means the software and/or services being provided by Worldpay to Merchant under the terms of the Agreement.
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Annex 3
Population of SCCs

Notes:
•

In the context of any EEA/Swiss Restricted Transfer, the SCCs completed in accordance with Part 1
of this Annex 3 are incorporated by reference into and form an effective part of the DPA.

•

In the context of any UK Restricted Transfer, the SCCs as varied by the UK Transfer Addendum and
completed in accordance with Part 2 of this Annex 3 are incorporated by reference into and form an
effective part of the DPA.

•

In the context of any Swiss Restricted Transfer, the SCCs as amended in accordance with Part 3 of
this Annex 3 are incorporated by reference into and form an effective part of the DPA.

PART 1: EEA AND SWISS RESTRICTED TRANSFERS
1.

SIGNATURE OF THE SCCs

Where the SCCs apply in accordance with Section 7 of the DPA, each of the parties is hereby deemed to have signed the SCCs at
the relevant signature block in Annex I to the Appendix to the SCCs.
2.

3.

MODULE
-

For Services that Worldpay provides as a Controller: Module One of the SCCs shall apply to any EEA and Swiss Restricted
Transfer.

-

For Services that Worldpay provides as a Processor: Module Two of the SCCs shall apply to any EEA and Swiss Restricted
Transfer.

POPULATION OF THE BODY OF THE SCCs
Module One
3.1 The SCCs shall be completed as follows:
(a)

The optional ‘Docking Clause’ in Clause 7 is not used and the body of that Clause 7 is left intentionally blank.

(b)

Clause 9 shall be deemed inapplicable.

(c)

In Clause 11, the optional language is not used and is deleted.

(d)

In Clause 13, all square brackets are removed and all text therein is retained.

(e)

In Clause 17, the parties agree that the SCCs shall be governed by the law of Ireland in relation to any EEA and
Swiss Restricted Transfer.

(f)

For the purposes of Clause 18, the parties agree that any dispute arising from the SCCs in relation to any EEA and
Swiss Restricted Transfer shall be resolved by the courts of Ireland, and Clause 18(b) is completed accordingly.

Module Two
3.2 The SCCs shall be completed as follows:
(a)

The optional ‘Docking Clause’ in Clause 7 is not used and the body of that Clause 7 is left intentionally blank.

(b)

the Parties agree that the certification of deletion of Personal Data that is described in Clause 8.5 of the SCCs shall
be provided by the data importer to the data exporter only upon data exporter’s written request.
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4.

(c)

Parties agree that the audits described in clause 8.9 of the SCCs shall be carried out in accordance with Section
11.8 of this DPA.

(d)

In Clause 9, OPTION 2: GENERAL WRITTEN AUTHORISATION applies, and the minimum time period for
advance notice of the addition or replacement of Subprocessors shall be the advance notice period set out in
Section 11.3 of this DPA.

(e)

In Clause 11, the optional language is not used and is deleted.

(f)

In Clause 13, all square brackets are removed and all text therein is retained.

(g)

In Clause 17, OPTION 1 applies, and the parties agree that the SCCs shall be governed by the law of Ireland in
relation to any EEA and Swiss Restricted Transfer.

(h)

For the purposes of Clause 18, the parties agree that any dispute arising from the SCCs in relation to any EEA and
Swiss Restricted Transfer shall be resolved by the courts of Ireland, and Clause 18(b) is completed accordingly.

POPULATION OF ANNEXES TO THE SCCs

4.1 Annex I to the Appendix to the SCCs is completed with the corresponding information detailed in Annex 1 to this DPA (Data
Processing Details), with the sending party being ‘data exporter’ and the receiving party being ‘data importer’.
4.2 Part C of Annex I to the Appendix to the SCCs is completed as below:
The competent Supervisory Authority shall be determined as follows:
•

Where the data exporter is established in an EU Member State: the competent Supervisory Authority shall be the
Supervisory Authority of that EU Member State in which the data exporter is established.

•

Where the data exporter is not established in an EU Member State, Article 3(2) of the GDPR applies and the data
exporter has appointed an EU representative under Article 27 of the GDPR: the competent Supervisory Authority shall
be the Supervisory Authority of the EU Member State in which the data exporter’s EU representative relevant to the
processing hereunder is based (from time-to-time).

•

Where the data exporter is not established in an EU Member State, Article 3(2) of the GDPR applies, but the data
exporter has not appointed an EU representative under Article 27 of the GDPR: the competent Supervisory Authority
shall be the Supervisory Authority of the EU Member State notified in writing to the data importer’s contact point, which
must be an EU Member State in which the Data Subjects whose Personal Data is transferred under these Clauses in
relation to the offering of goods or services to them, or whose behaviour is monitored, are located.

4.3 Annex II to the Appendix to the SCCs is completed by reference to the Security Standards in Annex 2 of the DPA.

PART 2: UK RESTRICTED TRANSFERS
Where relevant in accordance with Section 7 of the DPA, the SCCs also apply in the context of UK Restricted Transfers as varied by
the UK Transfer Addendum in the manner described below:
(a)

Part 1 of the UK Transfer Addendum. As permitted by Section 17 of the UK Transfer Addendum, the parties agree
that:
Tables 1, 2 and 3 of Part 1 of the UK Transfer Addendum are deemed completed with the corresponding details
set out in Annex 1 to this DPA (Data Processing Details) and the foregoing provisions of Part 1 of Annex 2
(subject to the variations effected by the Mandatory Clauses described in (b) below); and
Table 4 of Part 1 of the UK Transfer Addendum is completed by the box labelled ‘Data Importer’ being deemed to
have been ticked.

(b)

Part 2 of the UK Transfer Addendum. The parties agree to be bound by the Mandatory Clauses of the UK Transfer
Addendum.

(c)

In relation to any UK Restricted Transfer to which they apply, where the context permits and requires, any reference
in the DPA to the SCCs shall be read as a reference to those SCCs as varied in the manner set out in this Part 2.

PART 3: SWISS RESTRICTED TRANSFERS
Where relevant in accordance with Section 7 of this DPA, the SCCs apply to Swiss Restricted Transfers, subject to the following
amendments and additional provisions:
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(a)

The term “EU Member State” must not be interpreted in such a way as to exclude Data Subjects in Switzerland
from the possibility for suing their rights in their place of habitual residence (Switzerland) in accordance with the
SCCs;

(b)

The SCCs also protect the data of legal entities until the entry into force of the revised version of the FADP of 25
September 2020, which is scheduled to come into force in 2023 (“Revised FADP”); and

(c)

The FDPIC shall act as the “competent supervisory authority” insofar as the relevant data transfer is governed by
the FADP.
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Annex 4
Supplementary Measures
The parties have agreed to implement the following Supplementary Measures to the safeguards set out in the SCCs, in line with
“Recommendations 01/2020 on measures thar supplement transfer tools to ensure compliance with the EU level of protection of
personal data” as adopted on 18 June 2021 by the European Data Protection Board.
Technical measures
1. Physical Security: each location that houses the physical components used to transfer information is controlled by security
systems that restrict access and monitor activity. These areas are monitored 24x7 by Security Operations Centers.
2.

Encryption: Both parties use industry standard encryption protocols for both in-transit and at-rest critical data.

3. DLP. Software is in place at numerous levels to alert and block the transfer of sensitive data outside of the organization. These
issues are alerted and investigated in real time.
4. Both parties enabled logging on all critical infrastructure that is used in the handling of Merchant data. These logs are monitored
24x7 by Cyber Fusion Centers that can respond in real time to any potential issues.

Contractual measures
5. Both parties provide regular information – by publishing Transparency Reports - on government requests received from law
enforcement and public authorities based in a third country outside Europe to access data relating to individuals in Europe. For
Worldpay Merchants, these Transparency Reports are available on the Client Portal (section Vendor Management, General Data
Protection Regulation).
6. Both parties declare that (1) it has not purposefully created back doors or similar programming that could be used to access the
system and/or Personal Data, (2) it has not purposefully created or changed its business processes in a manner that facilitates access
to Personal Data or systems, and (3) that national law or government policy does not require such party to create or maintain back
doors or to facilitate access to personal data or systems or for either party to be in possession or to hand over the encryption key.

Organizational measures
7. Training: all new hires must complete privacy awareness training within 30-60 days of their hire date. All employees are required
to take privacy training annually, pass a quiz on the course, and confirm their willingness to comply with policies and standards
affiliated with privacy.
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